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CCTV Systems and the Data Protection Act 1998

Background

In the Data Protection Act 1998 the scope of the legislation in this area was widened to take in recorded images from CCTV systems.  The implementation of the 1998 Act is now complete, and users of CCTV systems need to be aware of the implications, which are not always clear.

For one thing, the 1998 Act is mainly an update of the 1984 Act, which was primarily concerned with personal information held in the form of words and figures.  It was not originally intended to include electronic images held on video tape or digital recorders. Some of the requirements do not translate well.

Secondly, there are very few categorical hard and fast rules in the new Act.  Instead, the legislation is built around eight “Data Protection Principles”, which say that data must be:

1. fairly and lawfully processed;

2. processed for limited purposes and not in any manner incompatible with those purposes;

3. adequate, relevant and not excessive;
4. accurate and up to date;

5. not kept for longer than is necessary;

6. processed in accordance with individuals’ rights;

7. secure;

8. not transferred to non EU countries without adequate protection.

This leaves a great deal of room for interpretation, and some organisations, especially those hoping to sell expensive equipment and services, are interpreting the principles very rigidly.  

The purpose of these notes is to try and present a practical view of what you might do to comply, which does not involve huge cost in time or money to implement, but which we believe takes account of the eight principles.

In putting together our conclusions we have relied heavily on a Code of Practice issued by the Data Protection Commissioner herself, revised in 2008.  It is a fairly weighty document of some 24 pages which is why we have not sent it with these notes.  However, if you would like a copy please let us know and we will be very happy to supply one, without charge.

We should stress that our view is very subjective, erring on the side of simplicity rather than thoroughness.  If you want to be absolutely sure that you are complying with the legislation in every possible respect, then we urge you to read the 1998 Act itself, or consult your legal advisors.

Registration with The Data Protection Registrar

If it is likely that members of the public will be recorded by your CCTV system then it is necessary for you register.  If you already hold data on members of the public for marketing or any other purpose you may already be registered, but possibly not for the right Data Class.

In order to register you need to apply to the Office of the Data Protection Registrar whose telephone number is 01625 545740, for an application form.  Registration currently costs £35 for one year.  

One measure of the problems with the new act is that there is no specific data class which mentions CCTV.  The one that seems most appropriate is “Identification Data” but from what we can make out there is no reason why you should not tick every data class to be on the safe side.  That’s what we have done ourselves.  

Signage

This is one of the rare compulsory and straight forward requirements of the new Act.  If the public are able to enter an area covered by your CCTV system then you must display a sign which contains the following information:

1. That recording CCTV is in place.

2. The purpose for which it exists.

3. The operator of the system i.e. you.

4. A contact telephone number or address.

The 2008 version of the Code of Practice does relax the rule for including the name and contact details of the operator of the system if it is obvious from the location of the sign itself, for example, inside a shop.

In the Code of Practice the Registrar even provides suggestions as to the sizes of such signs.  For pedestrians they should be A4.  For vehicle drivers they should be A3.  Just one sign at each point of public access to your site should be sufficient but you may wish to erect more to maximise the deterrent effect of your system.  

You can choose to arrange these signs through your normal supplier, but we have produced some standard designs which may suit your purpose and which will meet the requirements of the Act.   

CCTV warning signs to accompany covert installations would tend to defeat the object, and the Act does make allowances for such occasions.  Where covert cameras are installed to investigate crime, or suspected crime, then you do not need to erect signs.  However, the guidelines indicate that covert installations in areas accessible to the public should only be used for specific investigations, and once that operation is completed, they should be removed.

KSS operate a short-term rental scheme for covert CCTV, in fact most of our covert installations are installed under short-term arrangements.  Please let us know if you would like details or prices.
Siting of Cameras and Fields of View
This is a sensitive area, and also has implications for the 1998 Human Rights Act. In the words of the Code of Practice, “The equipment should be sited in such a way that it only monitors those spaces which are intended to be covered by the equipment (First and third Data Protection Principles).”

Thus, as an example, if a scheme has a stated aim of protecting a car park, the cameras should not be able to look into the gardens of local residents.  You may wish to consider re-siting or adjusting the views of some of your cameras if you feel that you may be vulnerable to criticism over this issue.

Of course systems with fully-functional pan, tilt zoom cameras have the greatest problem, because of the wide ranging fields of view possible.  The latest surveillance dome cameras we are installing have programmable privacy zones, which allow areas of the field of view to be blanked out.  Older cameras do not have this facility but it seems that in most cases you should be able to comply with the Act as long as you have written work instructions for your system operators that forbid them to direct cameras in certain directions.

Audio Recording

The 2008 Code of Practice takes a harder line on audio recording.  Conversations between members of the public should never be recorded and other recordings should only be made in exceptional circumstances. Examples given are where accurate recording is important such as the charging area of a police custody suite, or where recording is triggered due to a particular threat, e.g. when linked to a personal attack button of an alarm system.
If audio recording is likely to take place then this must also be made clear by specific signage in the area.
Documentation

As with most similar legislation, the proper documentation of your system and procedures is important in demonstrating that you have taken account of the requirements of the Act.

Stationery suppliers have produced some very complex and expensive sets of manuals and logs for such purposes.  We do not believe that these are generally essential and suggest that you simply need to ensure that you have documentation which you are able to produce, if required, to cover the following:

1. A short statement of the purpose for which the system was installed, e.g. to deter intruders, protect parked vehicles, traffic management, the safety of staff, employees, pupils, members of the public etc.

2. A description of the system itself, i.e. where the cameras are, the nature of the monitoring and recording equipment etc.  A copy of our specification of the equipment will suffice. Please let us know if you would like another copy.

3. Details of those people who are authorised and trained to operate the system.  It would seem sensible to make a distinction between those who are authorised to simply change video tapes, and those who are authorised to replay recordings.  This latter activity is particularly important as this is likely to be perceived as the processing of personal data.
4. A log of tape management if video tapes are used.  This should record when tapes are changed, by whom, and should include some means of identifying each tape.  Some suppliers will tell you that you need to buy expensive tapes which are individually numbered sequentially.  In fact, from what we can see, simply writing the day of the week or the day of the month on each tape casing should suffice.  

5. A record of the system maintenance i.e., when work was done and what was carried out.  If your system is maintained by ourselves then there will be a record card and copies of engineers’ work reports on site.  We keep duplicate copies ourselves should you need them.  

6. A record of any occasion when recordings were replayed i.e., what was viewed, by whom and for what purpose.  If any tape/CD/DVD is removed from the system, for instance to be viewed elsewhere or supplied to the police, then this should be documented.

7. A record of any occasion when a member of the public asks to see any data which you may hold on him or her, i.e. recorded CCTV images.  More about this in a later section of these notes.

Maintenance

The quality of images is central to the requirements of the Act and the Registrar’s Code of Practice specifically mentions “Cameras should be properly maintained and serviced to ensure that clear images are recorded (Third and Fourth Data Protection Principles)”.

If you have a maintenance contract with ourselves, then this will serve to discharge your responsibilities under the Act.  If you rely on simply calling an engineer when something goes wrong then this is almost certainly not adequate for compliance. 

If you would like to discuss a maintenance contract, please contact us or indicate your interest on the enclosed form.

Tape Management

If you are using video tape for recording purposes then “it should be ensured that they are good quality tapes”.  No specific number of cycles of tape usage is mentioned in the Act but Home Office guidelines refer to 12 cycles before tapes are destroyed.

Of particular concern is the requirement in the Code of Practice that “the medium on which the images are captured should be cleaned so that images are not recorded on top of images recorded previously (Third and Fourth Data Protection Principles).”

This suggests that to comply with the Act you will need to use a degausser, which is a device to electro-magnetically wipe the tape before it is used for recording.  Unfortunately these are expensive items and need to be used with great care as they can damage other electro-magnetic recording media, such as computer discs.

It occurs to us that the same effect could be achieved through passing a tape through a second time lapse video recorder set on three hour mode without any recording input.  This could be achieved without any risk to other recording information and also provides you with a spare video recorder into the bargain, all at considerably lower cost than a degausser.  Needless to say, KSS are able to supply such a machine.
Of course most systems now rely on digital recording on machines which are generally programmed to over-write recordings when the hard drive reaches its capacity.  Provided the frame rate and file size is set to cycle the hard drive in a maximum of 30 days the Act should be complied with.  CDs and DVDs no longer required can be effectively destroyed in most office shredders.

System Security

The Act places great importance on ensuring that access to recorded data on individuals is restricted as far as is practically possible.

This means that it is not sufficient for a digital recorder, VCR or video tapes to be stored in an open office or reception area, for instance.  It is sufficient for the recorder and the tapes to be locked away in a cupboard, with the key only being made available to those authorised to change the tapes and review recordings etc.

If it is more convenient, then we can supply lockable cabinets for recorders and video tapes. In the case of digital recorders which do not require video tapes then additional security can be achieved with the use of passwords.  Let us know if you need any help in setting these up.

Public Access to Recorded Information

This is the most contentious area in the new legislation, and where the particular problems relating to CCTV images are most marked.

If a member of the public believes that you are holding data on him or her, they have the right to request sight of that information, or even a copy, and there are very few occasions when you can refuse.  You must oblige within 40 days.

With information held on a database, or in a file, this is a relatively simple exercise, and a copy, just of that person’s details, can be readily provided.  In the case of videotape, or a sequence on a digital recorder hard disc, this is not so easy.

For example, it might prove quite difficult to find the sequence and, when you do, the image of that person might be accompanied with the images of a number of other people.  Given that you are not supposed to release data relating to individuals without their permission, technically you should ensure that the images of any other third parties on the tape are disguised or removed.

The 2008 Code of Practice does take a slightly more practical view of this issue, in saying that you do not need to obscure the features of individuals present in a public area where they are unlikely to object to being recognised, for example in a High Street. However, the rule still applies to more sensitive locations and a doctor’s waiting room is the example given.

As you can imagine, a number of specialist editing companies will provide this service, but at a considerable cost.  The maximum charge by law that you can make to the person requesting the copy is £10!  Enough to cover a few pages of photocopying, but woefully inadequate to cover the costs of an editing studio.

There are a number of detailed requirements concerning the correct format for requests to be made, the vetting process, the recording procedures etc., but let’s hope you do not have to use them. If you do, then ask us for a copy of the Registrar’s Code of Practice, or request a copy direct. It details a step-by-step process.

Summary

In reducing a 24 page Code of Practice of an 87 page Act of Parliament into a six page note we have obviously summarised quite hard, and if you want to know more, then you will need to plough through the documents themselves.

However, we believe we have covered the key issues, and anyone following the path we recommend should, if challenged, be able to demonstrate a genuine intention to comply with the Act. Perhaps you can take some comfort from the fact that the Data Protection Commissioner is likely to rely on Enforcement Notices rather than prosecution provided that you have taken care of the primary requirements!

To repeat the point made at the beginning of this document, if you want to be absolutely sure of your compliance then you will need to consult the act itself or your legal advisors.  

Whichever route you choose to take, we hope that you will find these notes helpful in providing a little enlightenment in what is proving to be quite a murky area of the law.  

Geoffrey Hilton
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